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1. Dr. Shrinivas P. Deshpande Design Publication

b TR
-ty L Py .
O . ORIGINAL
.’ ¥ ¥/ Serial No. : 175063
INTELLECTUAL
PROPERTY INDIA
AL RTINS T o 2= i
U< hrafed, YIRA ¥hR  The Patent Office, Government Of India
fasires & usflaRur T yHIOT U | Certificate of Registration of Design
) &)
fgseT ./ Design No. : 416357-001 ]
i@ / Date : 09/05/2024 T
UREReEAT A / Reciprocity Date*
291/ Country ; 2
siira feam orar R b waww ufq # affa fesmed st UNIQUE IDENTIFICATION GENERATION |
DEVICE FOR FINANCIAL TRANSACTIONS & §siftrq ®, &1 Usfieor, 9oft  14-02 & 1.Dr. -
Vaibhav Rameshrao Bhedi 2. Dr. Shrinivas P. Deshpande 3.Dr Ujwal Ambadas Ed
Lanjewar & 9 ¥ 3Iwgw §@&1 A ade § & foar @ R 3
Certified that the design of which a copy is annexed hereto has been registered as of ,...

the number and date given above in class 14-02 in respect of the application of such
design to UNIQUE IDENTIFICATION GENERATION DEVICE FOR FINANCIAL .
TRANSACTIONS in the name of 1.Dr. Vaibhav Rameshrao Bhedi 2. Dr. Shrinivas P.
Deshpande 3.Dr Ujwal Ambadas Lanjewar.

feste siftfam, 2000 w1 feoeT e, 2001 & Al WEENl & FgERel H
In pursuance of and subject to the provisions of the Designs Act, 2000 and the
Designs Rules, 2001.

wif ¥, ReTer ok SR g

Controller General of Patents, Designs and Trade Marks

S e i fafy

Date of Issue

. 11/07/2024

*UREIRear AR (afe FE g et srgmfa & 7 & aur a1 o A B @ wenfeR gofieor f are @ ag anf & g g S
R, sftfm gd fram & fPeest & arefie, of avf 6t sifafe orafly & o faar ST adm g9 T U &1 Iuai fafde sdfarRat sruar e &
Uofien?uT U &% & g =18t 8 gear 81

The reciprocity date (if any) which has been allowed and the name of the country. Copyright in the design will subsist for ten years from the date of
Registration, and may under the terms of the Act and Rules, be extended for a further period of five years. This Certificate is not for use in legal

or for obtaini abroad.
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2. Dr. Shrinivas P. Deshpande Patent Publication

(12) PATENT APPLICATION PUBLICATION

(19) INDIA
(22) Date of filing of Application :10/01/2024

f
\

21) Application No.20242 1002014 A

(43) Publication Date : 16/02/2024

(54) Title of the invention : MACHINE LEARNING-BASED INTRUSION DETECTION AND PREVENTION SYSTEM 1 OR 101

ENVIRONMENTS
(71)Name of Applicant :
. :GO6N0020000000, GOGF0021550000; 1)Priyanka V. Des 5 ~ ; R
33552?322',?“" GO6F0021600000, Hmmv‘lzm Address of Applicant : mm -
GO6N0003040000 Shegaon-Rahatgaon Road, Amravati B
(86) International NA ~ 2)Akash J. Wadate
Application No :N A 3 3)Dr. S. P. Deshpande
Filing Date ) l Name of Applicant : NA
(87) International “NA L Address of Applicant : NA
Publication No B i (72)Name of Inventor :
(61) Patent of Addition \ « 3 1)Akash J. Wadate
to Application Number :N A ) Address of Applicant :Research Scholar, PG Department of
Filing Date i % Computer Science and Technology, HVPM, Amravati Amravati --
(62) Divisional to NA 3 demmemmnn —mmmmnane
Application Number :N A - 2)Dr. S. P. Deshpande
4 Filing Date A Address of Applicant :Principal, Department of Computer Science
t and Technology, HVPM, Amravati Amravati —-------- ~-—-—-—-
- (57) Abstract :

i
- The Internet of Things (10T) has witnessed exponential growl:%
However, this rapid expansion has also exposed IoT ecosystem:

identifying attack patterns. This patent application encompasse:

No. of Pages : 14 No. of Claims : 6

The Patent Office Jo

n recent years, transforming the way we interact with technology.

to an increased risk of cyber-attacks. In response to these threats, we

present a novel approach for Attack Detection and Prevention in [oT Environments using machine learning techniques. Our research

focuses on developing a robust classifier system, designed to identify and thwart malicious activities within IoT networks. Leveraging

the power of machine learning, our system analyzes yast amounts of data generated by IoT devices, detecting anomalies and

sha systematic review of existing [oT attack detection and prevention

- methods, highlighting their advantages and limitations. We delve into the phases of [oT botnet attacks and various attack scenarios
within loT environments, shedding light on the challenges faced in securing these ecosystems. Our primary objectives are to conduct
state-of-the-art 10T attack research, employ diverse datasets for effective attack detection and prevention, and develop a prototype as a

- proof of concept. Our state-of-the-art approach captures attacker patterns, evaluating extracted data for intrusion detection and

prevention effectiveness. Furthermore, we compare the performance of various machine leamning models using standard classifier

metrics, providing insights into the most efficient methods for safeguarding loT networks. In summary, our invention offers a cutting-

edge solution to enhance the security of 10T environments, paving the way for a safer and more secure future in the loT landscape.

. 07/2024 Dated 16/02/2024 15924



3. Deepa P. Vaidya & Dr. Shrinivas P. Deshpande Patent granted
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INTELLECTUAL =

PROPERTY INDIA i

COCMICA SN ¢ 5 Y

3¢e Hrafed AT §R  The Patent Office, Government Of India P

YT T 9 | Patent Certificate =)

¥ FragaEe # Maw7e) | (Rule 74 of The Patents Rules) L'e_

s > g

¥z ./ Patent No. o 438967 |

ST 4. / Application No. o 1772MUMI2013 ol
WS FTA # i@/ Date of Filing t 19/052013 )

T / Patentee :  1.Ms. Deepa Prabhakarrao Vaidya 2.Dr. Shrinivas Prabhakarrao

Deshpande 3.Dr. Sanjay Uttamrao Makh

iR R s & B W& H, 9wl ke ¥ gammied SWIMMING COACH ASSISTANT SYSTEM 7
afepT % fo, ¥ srfafm, 1970 F Swddi 3 SIgaR oo ardE w2013 3 I=Ed R @ &9 9§ i
oy & foe ¥¥e orged fear mm B

It is hereby certified that a patent has been granted to the patentee for an invention entitled SWIMMING
COACH ASSISTANT SYSTEM as disclosed in the above mentioned application for the term of 20 years from
the 19" day of May 2013 in accordance with the provisions of the Patents Act,1970.

o
&
2

>
Controller of Patents

3
I @:ﬁﬁ
g?g:te'?' of Cramt & 1410712023

Ruh - 75 Wz 3 w3 R i, o @ @ e o ¥, A 2015 B ol R @ ol oud avaw s@® ot 3 o B 29 A
s Note. - The fees for renewal of this patent. if it is to be maintained, will fall / has fallen due on 19™ day of May 2015 and on the same day
in every year thereafter.




4. Pranali Landge Copyright

iy LR T )

Copyright OfIlce

Government of In

Registration Number

Name, address and nationality of the applicant

Nature of the applicant's interest in the copyright of the work
Class and description of the work

Title of the work

Language of the work

Name, address and nationality of the author and if the author is
deceased, date of his decease

Whether the work is published or unpublished

Year and country of first publication and name, address and
nationality of the publisher

Years and countries of subsequent publications, if any, and names,
id and nationalities of the publist

Names, addresses and nationalities of the owners of various rights
comprising the copyright in the work and the extent of rights held
by each, together with particulars of assignments and licences, if
any

Names, addresses and nationalities of other persons, if any,
authorised to assign or licence of rights comprising the copyright

If the work is an 'Artistic work’, the location of the original work,
including name, address and nationality of the person in possession
of the work. (In the case of an architectural work, the year of
completion of the work should also be shown).

If the work is an 'Artistic work' which is used or capable of being
used in relation to any goods or services, the application should
include a certification from the Registrar of Trade Marks in terms of
the5 grovision to Sub-Section (i) of Section 45 of the Copyright Act,
1957.

If the work is an 'Artistic work', whether it is registered under the
Designs Act 2000 if yes give details.

If the work is an 'Artistic work', capable of being registered as a
design under the Designs Act 2000.whether it has been applied to an
article though an industrial process and ,if yes ,the number of times
it is reproduced.

22498/2021-CO/L
18/09/2021
18/09/2021

TaHg 59

Extracts
from the Register
of Copyrights

Dated : 22/10/2021

L-108613/2021

PRANALI LANDGE , GANESH VIHAR 2, NEAR
KRISHNARPAN COLONY, AMRAVATI-444607-444607
INDIAN

DR. S. S. SHEREKAR , NEW FREZERPURA POLICE STATION,
ABHINAV SBI COLONY, CAMP, AMRAVATI-444602
INDIAN

AUTHOR

LITERARY/ DRAMATIC WORK LITERARY WORK
INTELLIGENT CYBER SECURITY SYSTEM

ENGLISH

PRANALI LANDGE , GANESH VIHAR 2, NEAR
KRISHNARPAN COLONY, AMRAVATI-444607-444607

INDIAN

17/09/2021

DR. S. S. SHEREKAR , NEW FREZERPURA POLICE STATION,
ABHINAV SBI COLONY, CAMP, AMRAVATI-444602

INDIAN

17/09/2021

UNPUBLISHED

NA.

NA.

PRANALI LANDGE , GANESH VIHAR 2, NEAR
KRISHNARPAN COLONY, AMRAVATI-444607-444607
INDIAN

DR. S. S. SHEREKAR , NEW FREZERPURA POLICE STATION,
ABHINAV SBI COLONY, CAMP, AMRAVATI-444602

NA.

NA.

NA.

NA.

NA.

‘V\‘-‘A V\Mr r;,_..

-+

DEPUTY REGISTRAR OF COPYRIGHTS



5. Dr. Sanjay E. Yedey Copyright
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R Dt 124072029
1 tfeen menRosrstin Nembe C 1293432023
2 3 Ant vr HAMMAN
abus. as . - ALY M CaLEGE

DR S E YEDEY . DOPENV P M COLLEGE HANUMAN
VYAVAM NAGAR, AMRAVATT-44d0s

L ged & abhage 4 mios @) o R
Nugure of the applcant © tores w the copyright of e wudk
4 el v ol ol P ¢ LTERARY?
Chass andd deripeane of the wiek © OFDISEASI
ot g‘
S wrh e vivke :MIIQJ
Tide of the work Nwmmn
6 wifaw o ENGLISH
Languge of the week. x . TF A OB
T Ow‘-:"m-‘hﬂa*jﬂ.ts“
st nd matimality of the ttor and O the sttr 4 NDIAN e
decomed daie of hes Sevse — !
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6. Meenal Pande & Dr. Sanjay E. Yedey Copyright

T SRS

‘- P B e

Extracts from the
Register of
Copyrights

afaferafder smafea, A @RER | Copyright Office; Government Of India
faid/Dated: 10/10/2023

INTELLECTUAL
PROPERTY INDIA

PRTENTS | DESGNS | THADE MARKS
GLOGRATHCAL NDICATIONS

I dofisor w@r/Registration Number ¢ L-134549/2023
2. HATEH @ AW, GaI qAT AT 3 MEENAL PANDE , HVPM STAFF QUARTER, AMRAVATI,
Name, address and nationality of the applicant mgl;l:NRASHTRA-M%OS
DR.S.E.YEDEY , HVPM, DCPE, AMRAVATI,
MAHARASHTRA-444605
INDIAN
3. R @ sfferaeR ¥ s & Ra @ wiy :  OWNER
Nature of the applicant's interest in the copyright of the work
4. oft &1 @t iR avi 25 LITERARY/ DRAMATIC WORK
Class and description of the work dUE YR : A2 qUel &
5.0 gfy @ Wi : PPT ON PRODUCT CATEGORIZATION USING MACHINE
Title of the work LEARNING BASED ON DATA V{R,'[UA,UZATION
6.y B A :  ENGLISH S, N
Language of the work
7. <afyar @7 A, var SR IR o afg At @ g 8@ 2,
o weg @ fafy MAHARASHTRA.
Name, address and nationality of the author and if the author is INDIAN

deceased date of his decease 3 .
DR.S.E.YEDEY , HVPM DCPE,AMRAVATL, 1
MAHARAS mm
CANE [GTINDIAN d7ehie. GltlesHUEIS > 6nl

8, ST & 2 S o . UNPUBLISHED o :
her the work is published or unpublished al)s L
9. W FETI & A SR 3 @M FHH FI AW, U AR g : NA y
Year and country of first publication and name, address and = ‘T8 U il
nationality of the publisher

10, 4@ @ S B af ol 29, At S 8, SR e & AW W N
iR wsfiary

Years and ies of sub P if any, and names,
id; and nationalities of the publ;
1. ofy % sfefaafer wiRa R sfeR! & wfipd & 7m, o sk : - MEENAL PANDE HVPM STAFF QUARTER, AMRAVATI,
R S TAIEA SR SISl & [awer & 6y e > MAHARASHTRA-444605 : £
Bulhbhfidé ot s DR S.E.YEDEY | HVPM, DCPE, AMRAVATI AR,
Names, addresses and nationalities of the owners of various rights AHARASHTR' 3 » >
comprising the copyright in the work and the extent of rights held %m .:‘N A-444605 G

by each, together with particulars of assignments and licences, if
any

2. Wﬁmqﬁaﬂvmuﬁaﬁé & o aRfreReR ¢ NA.
mﬁaﬁmﬁﬁvﬁaﬂﬁm a0 i 8 o R s &

Names, addresses and nationalities of other persons, if any,

4. authorised to assign or licence of rights comprising the copyright
%)
| o~ | 13. mmgmwgm maﬁmmmm;sﬁm NA.
|34 ] ST P10 | (T ﬂﬁﬁﬁﬁ‘l
> - @ A A T80 B & Eiﬁ
”~ If the work 1s an "Artistic work', the location of the ongmal work,
Py including name, address and nationality of the person in possession
-t of the work. (In the case of an architectural work, the year of
5 completion of the work should also be shown).
. g
"> 14, oft i v 'Faers Fhy @ S 6 N e ar dawet @ w0 NA.
~e ST B SR A SwAT B S A we g, o smaed §
Poay yfeferafier aftfm, 1957 & 9RT 45 F SU-GRT (i) B A B
[ +¥ 1 SFAR @R e WRgR § e e g e )

If the work is an 'Artistic work' which is used or capable of being
used in relation to any goods or services, the application should

|
(€
I include a certification from the Registrar of Trade Marks in terms of
e the provision to Sub-Section (i) of Section 45 of the Copyright Act,
P 1957,

‘ 13 “ﬁfﬁ et Pl & 1w 98 R AREE 2000 B : o NA
[ B ‘T\fﬁ?ﬂ 22 Af% &, o fawor ¥
| If the work is an 'Artistic work', whcther itis registered under the
' : Designs Act 2000, if yes give details.
Le

e 16.4afk gﬁ St R s 2000 @ dEw 2o NA
s ﬁmﬁwﬂfﬁ?ﬁﬁm%%ﬁm JfrEnfrs
e mﬁwﬂmﬁw?ﬁaﬁnﬁ% aﬁﬁa‘rgﬁ
:‘, ‘. If the work is an 'Artistic work', capable of being registered as a
P design under the Designs Act 2000.whether it has been applied to an
B article though an industrial process and ,if yes .the number of times
¥ itis reproduced.
ot
F 17. fewh, aft #1¢ @/Remarks, if any
|
f:’l. S we@/Diary Number: 22098/2023-CO/L.
i
[t JmaEA @ ff/Date of Application:  19/08/2023

»
E“ fe @1 fafi/Date of Receipt: 19/08/2023
o
S

ii,



7. Meenal Pande Copyright

: ‘:&k \__?; v .
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INTELLECTUAL
PROPERTY INDIA

PRTENTS | DESCNS | THADE MRS
GLOGRAPMCAL NDICATIONS

dfRTge Hrafed, WRa GR&AR | Copyright Office; Government Of India

1 oofisvr Hea/Registration Number

2. ISH BT AH, T A A
Name, address and nationality of the applicant

3. oW % BHREE ¥ IS B TR B AF
Nature of the applicant's interest in the copyright of the work
4. @ @ T SR R
Class and description of the work
Eaeicafiied
Title of the work
6. T oI AT
Language of the work
7. mﬁww,wmmmaﬁmﬁﬂﬁﬁ%ﬁﬁ

Name, address and nationality of the author and if the author is
deceased, date of his decease

8. T NFIRE & A SMHR
‘Whether the work is published or unpublished

9. UM WHRH BT 9¥ AR T AT FHRG BT AW, TaT AR IISTHA
Year and country of first publication and name, address and
nationality of the publisher

10. 1% & y@REH & 99 AR 39, IR B, AN IEEH B AH,
IR S

Years and ooémh'xes of subse?uent publications, if any, and names,
an(

11, o1 ¥ Sifge v A SReR & Afvw! & 79, 5 v
VEEG 3N IAETHE AN AEEd & [9av0 & Wl Tdae 5
SEBR P W, A PR B
Names, addresses and nationalities of the owners of various rights
comprising the copyright in the work and the extent of rights held

by each, together with particulars of assignments and licences, if

any

12. =g =gfpal & =M, Id IR TS, afE BIF @, Sl SYNe gl -

JRBRT BT WO a1 AT =7 B forg ARG 2@
Names, addresses and nationalities of other persons, if any,
authorised to assign or licence of rights comprising the copyright

13. Ife B UH "Bl B E, °l BRI BN Al ARD BT A, TaT

IR TSI WA T B BT I | (TH IRGRIT B B AT H j
Wﬁwmmiﬂ%v

P G B BT Y A

If the work is an 'Artistic work’, the location of the original work,
including name, address and natwnahty of the person 1n possession
of the work. (Iu the case of an architectural work, the year of
completion of the work should also be shown).

14 aft o1 UF ‘SAs R 2 S R f e ar daed & W
A IRINT R ST B AT ST IR § W 2, a6 e ¥
PIRIgE ARATH, 1957 BT €RT 45 BISI—HRT (9) & FGEH &
IR AR RE IfT® W FA Mider @ AR |
If the work is an 'Artistic work' which is used or capable of being
used in relation to any goods or services, the application should
mclude a certification from the Registrar of Trade Marks in terms of
the provision to Sub-Section (i) of Section 45 of the Copyright Act,
1957.

15, oft o1 TP ‘HeTs B T, A 7 a8 feeme s 2000 &
ST Tofigd B2 afe @, ar e €
If the work 1s an 'Artistic work', whether it is registered under the
Designs Act 2000 if yes give details.

16, afx T TH HeneTe I 7, W fSeE SR 2000 B qEE
T fuieT & w9 # TG @5 F WeH g O 991 98 e
AT & A W A avg T T o T 2 R At &,
T e e g wvga fear mar 22
If the work 1s an 'Artistic work', capable of being registered as a
design under the Designs Act 2000 whether it has been applied to an
article though an industrial process and ,if yes ,the number of times

it is reproduced.
17. feud, aft 3¢ EVRemarks, if any
STl We=/Diary Number: 15617/2023-CO/L
3TaeT 1 fifDate of Application: ~ 13/06/2023
i @ fafDate of Receipt: 13/06/2023
e St o s

Extracts from the

Register of
Copyrights e
RifyDated:03/08/2023 _;'.
1-131482/2023 4o
MEENAL PANDE , HVPM STAFF QUARTER, HANUMAN .:. |
VYAYAM NAGAR,ANﬂlA TI, MAHARASHTRA-444605 ﬂ
OWNER .:’:
. ’2' |

LITERARY/ DRAMATIC WORK OH D SYNOPSIS
DEVELOPING A CLASSIFIER FOR PRODUCT
CATEGORIZATION BASED ON DATA VIRTUALIZATION
ENGLISH

MEENAL PANDE , HVPM STAFF QUARTER HANUMAN
VYAYAM NAGAR AMRAVA' TI MAHARASHTRA-444605
INDIAN

'UNPUBLISHED

NA.

NA

MEENAL PANDE , HVPM STAFF QUARTER, HANUMAN
VYAYAM NAGAR AMRAVATI MAHARASHTRA444605
INDIAN

NA.

NA.

NA

NA

NA
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8. Siddarth K. Ganvir Copyright

INTELLECTUAL
PROPERTY INDIA

TN TS| P | T by
ADCRAMCAL PDICA
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Extracts from the

Register of
Copyrights

nfafrafier swafay, WA TR | Copyright Office; Government Of India

ey mmegiwmnﬂmber

FATE T AW, FN

B
Name. address and ty of the apphcant

nﬁmﬁmﬂmtm LEan!
the applicant’s interest in the copyright of the work

w1 T o T
and descoption of the work

w7 i
itle of the work

magew:'fm work.

m;gmmmmmquqﬁdt

a
Name, addr ndumatyofm:wndtt’hm
de:usatdaeot his decease : -

T et
the work 15 published or unpublished
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i
sg
¥
sl

autbmsedtoasu«hmoftﬂmlﬁez’;ww

T G

afy gfy @ wmtmmmmmmswa
mwmsm g o A e ¥, @ e |
mmam«nnmunmw*ma
mﬂ o <RER § A Wi w R
wutxsnAmsumk‘Muusaduupableoﬁmg
used m relation to any or services, the application should
mclude a certification of Trade Marks in terms of
“gthmmSub-Secﬁen(ﬂ. 100 45 of the Copyright Act,

BEE Pher 2. a1 TE fewre AR 2000 3
2 E P ¥

oy wftveTe Tt wd Al w5

festnDated 31/05/2024
L-148654/2024
SIDDHARTH KRUSHNARAO GANVIR | KISHOR
NAcmmmmmmvm«m
INDIAN
DR. S P. DESHPANDE . 16. mumxcor.ow
NEAR NEW PRABHAT COLONY, NAWATHE BADNERA
ROAD, AMRAVATI. 444607444607
INDIAN
~ AUTHOR
LITERARY/ DRAMATIC WORK AGNTRAKSHAK 1S A
MODEL FOR FIRE SENSING AS WELL AS TO CONTROL
THAT FIRE THROUGH A COMPLETELY ROBUST
ELECTRONICS TVl
AGNIRAKSHAK &
Nmmyos'r- CH mmmvmmdo&’
ms P. nmmma mmmmom.om ,
NEAR NEW PRABH. ool.omm THE BADNERA
ROAD, AMRAVATL man B N
INDIAN o
UNPUBLISHED
NA
NA:

SIDDHARTH KRUSHNARAO GANVIR . KISHOR
NAGARPOST RUKHMINT NAGAR.MAVAHW

lND!AN

DR S P. DESHPANDE . 16. INDRAY ANI COLONY,
NEAR NEW PRABHAT COLONY, NAWA'IHEBADNBA

ROAD, A)MA\'A‘!I 444607-444607

NA

NA

NA

NA




